
Advancing towards AI-driven

Testing Platform

Ensuring Integrity with Anti-Cheating Measures
Enabling Secure Assessments Anywhere, Anytime



Education initiative partner
We work with  CISCO in building their global bridge-2-education initiatives 

Versatile & global
The core ERP, integrated with mobile apps for students & teachers and in-depth 
analysis for senior management, has empowered institutions across India, Africa, 
Singapore & the Middle East

Education Service Platform
Designed for Academies, Colleges, Universities, Test-Prep Centers, NGOs, and more.
Pedagogy-Neutral: Supports Classic, Online, Flipped, and Blended Learning with 
Personalized Pathways

Comprehensive solution
A complete suite covering leads & admissions management, finance & audit controls, 
revenue forecasting, scheduling & syllabus tracking, staff & student attendance, core 
& electives course management with personalized learning pathways, question bank 
& assignment management, hall tickets & proctored exams, content & learning 
management, convocation & placement management, & more.
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The "new normal" of student-institution interactions 
has changed and is here to stay. Institutions need to 
re-think their whole course delivery mechanism 
from ground up and will have to embrace mobility-
driven student life cycle management.

EduSquares LMS can help institutions effortlessly 
deliver courses through a combination of  
Asynchronous and Synchronous modes.

EduSquares ERP along with the LMS is the perfect 
360 degrees solution that an institution needs to 
handle the entire Institute Lifecycle Management.

EduSquares Assessments Platform with intelligent 
Proctoring, can help institutions conduct exams at 
scale – where learners can take their exams from 
the comfort of their homes. 
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Intelligent Learning & Assessments Environment
for JEE/CAT/GATE/NEET/GRE/BITSAT/LAWCET Formats



Under the hood : Online Test Delivery: Low Latency at Any Scale! 

1. Serverless :  Infinite Scale
2. Dynamodb : Lightning speed at any scale
3. React with JSON based APIs: 

ü Great User Experience
ü Extendable & Maintainable
ü Presentation layer decoupled from 

Question Data Model
ü Several players and Marking Schemes 

supported on the same test 
4. Prewarmed Question Papers Delivered 

over CDN
5. Security & Integrity

ü HTTPS
ü Cognito based Authorization 
ü Signed URLs
ü Access controls linked to fee payment
ü Randomized
ü Proctored Exams

 



Ensuring Exam Integrity and Seamless Online Learning in a Hybrid World

EduSquares is the most comprehensive Test Prep Platform, refined over 18+ years through 
continuous customer feedback from leading institutions like Unacademy, Allen, BYJUS, T.I.M.E, 
Resonance, BASE, ACE, SMART, Nucleus, Vibrant, ICE GATE, and NTTF. Having conducted over 50 
million exams, it is designed to meet the evolving needs of education providers.

With advanced proctoring, AI-driven analytics, and flexible assessment tools, EduSquares 
empowers institutions to maintain exam integrity while offering seamless online and hybrid 
course delivery. Whether for remote assessments, in-person exams, or a blended learning 
model, our platform ensures a secure, scalable, and efficient experience.
This version removes the Covid-specific reference while emphasizing EduSquares’ continued 
relevance in hybrid learning, online assessments, and academic integrity. 



Real Time, 
AI Backed 
Proctoring 
Layer

Student logs in Student starts the 
exam

Continues the exam Completes the exam Student Performance

Our Anti Cheating Layer is always working behind the scenes

Security Layer / Remote Proctoring

Robust Online Test Engine

1. Block the test if 
Lockdown browser 
not detected
Student has No 
access to Google or 
any other 
window/program

2.AI powered  
Proctoring starts

4. Proctoring Stops3. Real time fraud 
detection

a. Facial Detection
b. Device Detection
c. Body Detection

5. Audit Trail + 
Credibility Report
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4. Proctoring Solution
ü Lockdown browser to provide a credible desktop environment
ü AI powered Webcam feed monitoring
ü Audit Trail of the test session 



Sample Screenshots



Sanitized Environment for Test Taking

Exam Access Restricted to Lockdown Browser

ü Kiosk Mode Activation: Candidate’s laptop is set to a restricted environment.
üAccess Disabled: Prevents access to other websites during the exam.
ü Secure Exit: Lockdown Browser exits only after the test is completed.



Lockdown browser in Action
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AI-Powered Proctoring: Live webcam feed is continuously monitored by an AI-driven engine.

Behavior Analysis: The system evaluates the candidate’s actions and surroundings in real-time.
Confidence Score: An integrity score is generated based on the candidate’s identity and behavior during the exam.
Malintent Detection: The AI detects suspicious activities, such as unauthorized personnel or behavior indicating cheating.
Exam Blocking: If malintent is confirmed, the system can automatically pause or block the exam in real time.



Student can Scan & Upload supporting 
handwritten documents via Mobile Phone 
within 10 minutes of exam completion
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Instructor Evaluation of Handwritten Papers

Student Anonymity: Identity of the student remains confidential.
Annotation: Instructors can comment directly on the digital paper.

Automated Paper Assignment: 
Handwritten papers are distributed to qualified 
instructors randomly for evaluation

Ensures Fairness: Eliminates bias in paper allocation.
Streamlined Process: Saves time & effort in assignment.



ü Candidate Authentication

ü AI based Proctoring

ü Human based Proctoring

Comprehensive Portfolio of 
Anti-cheating Technology

ü Timestamped Activity Logs

ü AI-based flags for cheating

ü IP Addresses tracked

Real time, Auto generated 
Reports

ü 95% Accuracy in detection

ü Multiple cheating flags like device, body 

detection etc.

AI Based Cheating Detection

ü Secure Data Hosting on 

AWS

ü Role based Access 

ü Secure channels

Robust Data Security

Try EduSquares Proctored Onl ine Exams Today!  

1
2

3
4

5

Comprehensive offering from Question 

Bank Management to Hall tickets to 

secure Online Tests, Evaluation 

workflows and final grade cards 

generation

Focus on 
Seamless Experiences



Credible

Our solutions are used 
by several leading 
Institutions and 
Universities in India, 
Singapore, Africa & 
the Middle East to 
conduct and manage 
high volume, high 
stakes examinations 

Comprehensive

In addition to a very 
robust proctoring 
module, we provide a 
comprehensive suite of 
modules from Question 
Bank Management to 
Online Test Engine to 
Evaluation frameworks 
for both objective & 
subjective exams 

Secure

We ensure security 
of your data with our 
enhanced security 
features including 
data encryption in 
transit and 
implementing role 
based access 
controls on AWS

Scalable

We have conducted 
more than 50+ million 
exams on our platform.
Built on AWS serverless 
architecture, our systems 
can handle infinite scale!

EduSquares OTaaS has it all Covered!
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Student Profiling

Tags Engine

Digital Valuation 
System

Assignments & 
Online Tests

XAPI data from LMS

Student 
Attendance

Mentor Transcripts Grade cards

Backlogs data

Recommendation 
Engine

Learning Objects

Experience the World’s Most Comprehensive Education Technology Platform!

Write to us Now:
sales@conceptwaves.com

 

ü Amazon Cloud -  superior scalability

ü Works with both B2B & B2C deployments

ü Publish Anytime – Anywhere, even on 
offline environment

ü Plug ‘n’ Play Architecture – to 
accommodate organic & inorganic growth 

ü Personalized pedagogy environment  - 
with state-of-the-art Tagging framework

ü One stop solution for both Administrative 
and Academic needs of the institutions

mailto:sales@conceptwaves.com

